
LEGAL 

Terms of Service 
Last Updated: May 10, 2019 

These Terms of Service (“Terms”) apply to your access to and use of the websites, applications 
and other online products and services, including email services, marketing services, review and 
message boards and various other message communication applications (collectively, our 
“Services”) provided by T2Connect, LLC. (“T2Connect”, “we”, or “us”). By clicking to indicate 
your acceptance of these Terms, or otherwise accessing or using the Services, you agree to 
these Terms, and to use our Services in accordance with our Acceptable Use Policy which is 
incorporated by reference into these Terms. If you do not agree to these Terms, including the 
mandatory arbitration provision and class action waiver in Section 18, do not access or use 
our Services. 

In addition to these Terms, we may ask you to accept additional terms that apply to specific 
features, products or services. To the extent any additional terms conflict with these Terms, the 
additional terms govern with respect to your access to or use of the applicable feature, product 
or service. 

If you have any questions about these Terms or our Services, please contact us at 
info@T2Connect.com. 

1) Eligibility and Authority 

You must be at 18 years of age or older to access or use our Services. If you are accessing or 
using our Services on behalf of another person or entity, you represent that you are authorized 
to accept these Terms on that person or entity’s behalf and that the person or entity agrees to 
be responsible to us if you or the other person or entity violates these Terms. 

2) Accounts; Account Security; Electronic Communications 

You will need to register for an account to access some or all of our Services. If you register for 
an account, you must provide accurate account information and promptly update this 
information if it changes. You also must maintain the security of your account, not share your 
account credentials, and promptly notify us if you discover or suspect that someone has 
accessed your account without your permission. 

By creating an T2Connect account, you consent to receive electronic communications from 
T2Connect (e.g., via email or by posting notices on our Services). These communications may 
include notices about your account (e.g., payment authorizations, password changes and other 



transactional information) and are part of your relationship with us. You agree that any notices, 
agreements, disclosures or other communications that we send to you electronically will satisfy 
any legal communication requirements, including, but not limited to, that such communications 
be in writing. 

3) Privacy 

Please refer to our Privacy Policy for information about how we collect, use and disclose 
information about you. 

4) Our Services; License. 

Our Services may allow you and other users to create, post, store and share marketing or other 
communications content, including email, text or SMS messages, photos, videos, software and 
other materials, and review or message boards (collectively, "Marketing Content"). Except for 
the license you grant below, you retain all rights in and to your Marketing Content, as between 
you and T2Connect. You grant T2Connect a nonexclusive, royalty-free, worldwide, fully-paid, 
and sub-licensable license to use, reproduce, adapt, publish, translate, distribute, and display 
your Marketing Content to the recipients or audience designated by you or otherwise in 
accordance with the settings you specify in the Services. You may not to create, post, store or 
share any Marketing Content that violates these Terms, including our Acceptable Use Policy or 
for which you do not have all the rights necessary to grant us the license described above. 
When using the Services, you may import data, including personally identifiable information, 
regarding your Contacts (as defined below)(“Contact Data”). We use Contact Data only to 
provide Services to you and at your direction, and do not disclose Contact Data to third parties, 
except as follows: 

• We may share Contact Data with our third party service providers to provide our 
Services or administer the site. 

• If any portion of T2Connect is sold, Contact Data may be part of the business assets we 
transfer. Contact Data also may be disclosed if T2Connect is considering or completes 
the financing, securitization, insuring, sale, assignment or other transfer of all or part of 
the company. 

• We may disclose Contact Data as we reasonably believe is necessary to comply with any 
judicial or governmental subpoenas, warrants or orders. 

• We reserve the right to use, disclose and share your information and Contact Data to 
investigate, prevent or take action with respect to any potential or actual fraud, illegal 
activities, circumstances which threaten the physical safety of any person, violations of 
these Terms of Service or as otherwise required by law. 

• We may receive requests directly from individuals not to receive emails from our 
Services. To comply with international data protection laws and to respect their 
requests, we place those individuals on our Global Exclusion List so that they may no 
longer receive emails from our Services. If a requesting individual is a Contact in your 



database, we will use commercially reasonable efforts to notify you of such request 
before placing that Contact on our list. 

5) Prohibited Conduct 

5.1) Prohibited Activities on the Services. 

You will not violate any applicable law, contract, intellectual property or other third-party right 
or commit a tort, and you are solely responsible for your conduct while accessing or using our 
Services. When you access or use our Services, you will not: 

• Engage in any harassing, threatening, intimidating, predatory or stalking conduct; 
• Impersonate any person or entity, including without limitation, any T2Connect official, 

employee, or falsely state or otherwise misrepresent your affiliation with such a person 
or entity; 

• Use or attempt to use another user’s account without authorization from that user and 
T2Connect; 

• Access the Services by any means other than through the standard industry-accepted or 
T2Connect-approved application program interfaces; 

• Use our Services in any manner that could interfere with, disrupt, negatively affect or 
inhibit other users from fully enjoying our Services or that could damage, disable, 
overburden or impair the functioning of our Services in any manner; 

• Delete or revise any material, including Marketing Content, posted by another person or 
entity; 

• Delete or modify any author attributions, legal notices or proprietary designations or 
labels that you upload to any communication feature; 

• Register, subscribe, attempt to register or subscribe, unsubscribe or attempt to 
unsubscribe, any party for any T2Connect product or Service if you are not expressly 
authorized by such party to do so; 

• Reverse engineer any aspect of our Services or do anything that might discover source 
code or bypass or circumvent measures employed to prevent or limit access to any part 
of our Services; 

• Attempt to circumvent any content-filtering techniques we employ or attempt to access 
any feature or area of our Services that you are not authorized to access; 

• Develop or use any third-party applications that interact with our Services without our 
prior written consent, including any scripts designed to scrape or extract data from our 
Services; 

• Bypass or ignore instructions contained in our robots.txt file that controls automated 
access to portions of our Services; 

• Export or attempt to export certain data points, including but not limited to EGEO and 
ERJA data, that cannot be exported from the Services; or 

• Use our Services for any illegal or unauthorized purpose, or engage in, encourage or 
promote any activity that violates these Terms. 



5.2) Compliance with Laws 

You represent and warrant that your access to and use of the Services will comply with all 
applicable laws, rules and regulations, including but not limited to those that relate to privacy 
and data protection and to the sending of electronic communications. You further represent 
and warrant that you have a lawful basis for processing and sending Marketing Content and 
communications to your customers, business contacts or followers who consent to receiving 
marketing messages from you or on your behalf (“Contacts”), whether through legally 
appropriate consents or otherwise. You will not provide T2Connect or upload to the Services, or 
take any actions with respect to, any Marketing Content or Contact Data for which you do not 
have a lawful basis for processing, permissions or consents in accordance with applicable data 
protection laws. You (and not T2Connect) are responsible for ensuring that you meet all notice 
and consent obligations for sending communications to individuals in the jurisdictions where 
they reside. While our Services allow you to manage and access consents and other Contact 
Data, you acknowledge and agree that you, and not T2Connect, have sole responsibility for 
maintaining all records relating thereto. You are solely responsible for determining whether our 
Services are suitable for use in light of any laws and regulations that govern your entity, 
industry, or relationship with your own Contacts, including but not limited to consumer 
protection, privacy, advertising, intellectual property or other laws. You may not use our 
Services for any unlawful or discriminatory activities, including acts prohibited by the Federal 
Trade Commission Act, Fair Credit Reporting Act, Equal Credit Opportunity Act, or other laws 
that apply to commerce. 

5.3 Reporting Abuse 

If you think anyone using the Services is violating any of these Terms, please notify us 
immediately by emailing info@T2Connect.com. 

6) Terms of Sale 

6.1) Subscriptions 

When you sign up for our Services, you agree to a recurring subscription contract with 
T2Connect on a monthly, quarterly, annual, or other temporal basis that you select when 
signing up for the Services. WHEN YOU REGISTER FOR A SUBSCRIPTION, YOU EXPRESSLY 
ACKNOWLEDGE AND AGREE THAT (A) T2CONNECT (OR OUR THIRD PARTY PAYMENT 
PROCESSOR) IS AUTHORIZED TO CHARGE YOU ON A MONTHLY, QUARTERLY, ANNUAL, OR 
OTHER BASIS AS APPLICABLE FOR YOUR SUBSCRIPTION (IN ADDITION TO ANY APPLICABLE 
TAXES AND OTHER CHARGES) FOR AS LONG AS YOUR SUBSCRIPTION CONTINUES, AND (B) 
YOUR SUBSCRIPTION IS CONTINUOUS UNTIL YOU CANCEL IT OR WE SUSPEND OR STOP 
PROVIDING ACCESS TO THE SERVICES IN ACCORDANCE WITH THESE TERMS.  

6.2) Cancellation. 



You may cancel your subscription at any time by logging into your account and following the 
instructions on your account dashboard for cancellation or by contacting us at 
info@T2Connect.com. Such cancellation notice must be sent by the designated account owner 
or an authorized signatory. Inactivity does not constitute automatic cancellation, so unless you 
cancel your account in accordance with this section, you will continue to be charged for 
subscription to the Services. All cancellation requests will take effect at the end of then-current 
subscription period in which the cancellation request is made, and you will be responsible for 
all fees and any applicable taxes and other charges rendered up through the cancellation date. 

In the event you cancel your subscription, please note that we may still send you promotional 
communications about T2Connect, unless you opt out of receiving those communications by 
following the unsubscribe instructions provided therein. 

6.3) One-Time Purchases 

Some features of our Services, such as templates, may be offered as a standalone, non-
subscription product. We will charge your payment method at the time of such purchases as a 
one-time purchase. 

6.4) Free Trials 

From time to time, to the extent legally permitted, we may offer free trials of certain 
subscriptions for specified period of time without payment. If we offer you a free trial, the 
specific terms of your free trial will be provided in the marketing materials describing the 
particular trial or at registration. We reserve the right to modify or terminate free trials at any 
time, without notice and in our sole discretion. 

6.5) Payment and Billing Information 

By providing a credit card or other payment method that we accept, you represent and warrant 
that you are authorized to use the designated payment method. In addition, you authorize (or 
our third party payment processor) to charge your payment method for the total amount of 
your subscription fees (and applicable taxes and other charges). If the payment method cannot 
be verified, is invalid or is otherwise not acceptable, your account may be suspended until your 
payment is processed. You must resolve any problem we encounter in order to proceed. 

You acknowledge that the amount billed may vary due to promotional offers, changes to your 
subscription or changes in applicable taxes or other charges, and you authorize us (or our third 
party payment processor) to charge your payment method for the corresponding amount. 

7) Limited License; Copyright and Trademark 



Our Services and the text, graphics, images, photographs, videos, illustrations, trademarks, 
trade names, service marks, logos, slogans and other content contained therein (collectively, 
the “T2Connect Content”) are owned by or licensed to T2Connect and are protected under 
both United States and foreign laws. Except as explicitly stated in these Terms, T2Connect and 
our licensors reserve all rights in and to our Services and the T2Connect Content. You are 
hereby granted a limited, nonexclusive, nontransferable, non-sublicensable, revocable license 
to access and use our Services and T2Connect Content for (i) your own personal use or (ii) if you 
are a business or organization, to communicate about your business or organization with your 
Contacts. However, such license is subject to these Terms and does not include any right to (a) 
sell, resell or commercially use our Services or T2Connect Content; (b) copy, reproduce, 
distribute, publicly perform or publicly display T2Connect Content, except as expressly 
permitted by us or our licensors; (c) modify the T2Connect Content, remove any proprietary 
rights notices or markings, or otherwise make any derivative uses of our Services or T2Connect 
Content; (d) use any data mining, robots or similar data gathering or extraction methods; and 
(e) use our Services or T2Connect Content other than for their intended purposes. Any use of 
our Services or T2Connect Content other than as specifically authorized herein, without our 
prior written permission, is strictly prohibited and will terminate the license granted herein. 

8) Third Party Content and Services 

We may display content, advertisements and promotions from third parties through the 
Services (“Third Party Content”). We do not control, endorse or adopt any Third Party Content, 
and we make no representations or warranties of any kind regarding such Third Party Content, 
including, without limitation, regarding its accuracy or completeness. You acknowledge and 
agree that your interactions with third parties providing Third Party Content are solely between 
you and such third parties. If T2Connect requires you to accept additional terms, conditions, or 
obligations in connection with your use of third party services or third party integrations ("Third 
Party Terms"), we will provide you advanced notice and obtain your authorization or 
acceptance of such Third Party Terms, which shall include your continued use of such services 
or integrations.  

We may also provide you with access to certain services, features or functionality offered by a 
third party in connection with the Services. Use of any such services, features or functionality 
will be subject to separate terms of service between you and such third party, and not these 
Terms. The third party provider, and not T2Connect, will be solely responsible for providing you 
with such services, features or functionality. 

9) Feedback 

Any questions, comments, suggestions, ideas, original or creative materials or other 
information you submit about T2Connect or our products or Services (collectively, “Feedback”), 
is non-confidential and will become the sole property of T2Connect. We will own exclusive 
rights, including, without limitation, all intellectual property rights, in and to Feedback and will 



be entitled to the unrestricted use and dissemination of Feedback for any purpose, commercial 
or otherwise, without acknowledgment or compensation to you. 

10) Copyright Complaints 

We have a policy of limiting access to our Services and terminating the accounts of users who 
infringe the intellectual property rights of others. If you believe that anything on our Services 
infringes any copyright that you own or control, you may notify T2Connect’s Designated Agent 
as follows: 

Designated Agent: Richard Jett  
Address: 107 Colombard Ct, Ponte Vedra Beach, FL 32082 
Telephone Number: (904) 
E-Mail Address: rjett@T2Connect.com 

Please see 17 U.S.C. §512(c)(3) for the requirements of a proper notification. Also, please note 
that if you knowingly misrepresent that any activity or material on our Services is infringing, you 
may be liable to T2Connect for certain costs and damages. 

11) Indemnification 

To the fullest extent permitted by applicable law, you will indemnify, defend, and hold harmless 
T2Connect, our parent, subsidiaries and affiliates, and each of our respective officers, directors, 
agents, partners and employees (individually and collectively, the “T2Connect Parties”) from 
and against any loss, liability, claim, demand, damages, expenses or costs ("Claims")arising out 
of or related to (a) your access to or use of our Services; (b) your Marketing Content or 
Feedback; (c) your violation of these Terms; (d) your violation, misappropriation or 
infringement of any rights of another (including intellectual property rights or privacy rights) or 
(e) your conduct in connection with our Services. You agree to promptly notify T2Connect 
Parties of any third party Claims, cooperate with T2Connect Parties in defending such Claims 
and pay all fees, costs and expenses associated with defending such Claims (including, but not 
limited to, attorneys' fees). You also agree that T2Connect Parties will have control of the 
defense or settlement of any third party Claims. This indemnity is in addition to, and not in lieu 
of, any other indemnities set forth in a written agreement between you and T2Connect or the 
other T2Connect Parties. 

12) Disclaimers 

WE DO NOT CONTROL, ENDORSE OR TAKE RESPONSIBILITY FOR ANY MARKETING CONTENT, 
THIRD-PARTY CONTENT OR THIRD-PARTY SERVICES MADE AVAILABLE ON OR LINKED TO BY 
OUR SERVICES. YOUR USE OF OUR SERVICES IS AT YOUR SOLE RISK. OUR SERVICES ARE 
PROVIDED “AS IS” AND “AS AVAILABLE” WITHOUT WARRANTIES OF ANY KIND, EITHER 
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF 

http://www.copyright.gov/title17/92chap5.html#512


MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT. 
IN ADDITION, T2CONNECT DOES NOT REPRESENT OR WARRANT THAT OUR SERVICES ARE 
ACCURATE, COMPLETE, RELIABLE, CURRENT OR ERROR-FREE. WHILE T2CONNECT ATTEMPTS 
TO MAKE YOUR ACCESS TO AND USE OF OUR SERVICES SAFE, WE CANNOT AND DO NOT 
REPRESENT OR WARRANT THAT OUR SERVICES OR SERVERS ARE FREE OF VIRUSES OR OTHER 
HARMFUL COMPONENTS. YOU ASSUME THE ENTIRE RISK AS TO THE QUALITY AND 
PERFORMANCE OF THE SERVICES. AS BETWEEN YOU AND T2CONNECT, YOU WILL BE SOLELY 
RESPONSIBLE FOR RESPONDING TO AND HONORING ALL REQUESTS RELATING TO THE RIGHTS 
OF YOUR CONTACTS AND THEIR PERSONAL DATA PURSUANT TO AND IN ACCORDANCE WITH 
APPLICABLE DATA PROTECTION LAWS. 

13) Limitation of Liability 

T2CONNECT AND THE OTHER T2CONNECT PARTIES WILL NOT BE LIABLE TO YOU UNDER ANY 
THEORY OF LIABILITY—WHETHER BASED IN CONTRACT, TORT, NEGLIGENCE, WARRANTY, 
STRICT LIABILITY OR OTHERWISE—FOR ANY INDIRECT, CONSEQUENTIAL, EXEMPLARY, 
INCIDENTAL, PUNITIVE OR SPECIAL DAMAGES OR LOST PROFITS, EVEN IF T2CONNECT OR THE 
OTHER T2CONNECT PARTIES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 
THE TOTAL LIABILITY OF T2CONNECT AND THE OTHER T2CONNECT PARTIES, FOR ANY CLAIM 
ARISING OUT OF OR RELATING TO THESE TERMS OR OUR SERVICES, REGARDLESS OF THE 
FORM OF THE ACTION, IS LIMITED TO THE AMOUNT PAID, IF ANY, BY YOU TO ACCESS OR USE 
OUR SERVICES. THE LIMITATIONS SET FORTH IN THIS SECTION WILL NOT LIMIT OR EXCLUDE 
LIABILITY FOR THE GROSS NEGLIGENCE, FRAUD OR INTENTIONAL MISCONDUCT OF 
T2CONNECT OR THE OTHER T2CONNECT PARTIES OR FOR ANY OTHER MATTERS IN WHICH 
LIABILITY CANNOT BE EXCLUDED OR LIMITED UNDER APPLICABLE LAW. ADDITIONALLY, SOME 
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR 
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY 
TO YOU. 

14) Release 

To the fullest extent permitted by applicable law, you release T2Connect and the other 
T2Connect Parties from responsibility, liability, claims, demands, and/or damages (actual and 
consequential) of every kind and nature, known and unknown (including, but not limited to, 
claims of negligence), arising out of or related to disputes between users and the acts or 
omissions of third parties. You expressly waive any rights you may have under California Civil 
Code § 1542 as well as any other statute or common law principles that would otherwise limit 
the coverage of this release to include only those claims which you may know or suspect to 
exist in your favor at the time of agreeing to this release. 

15) Transfer and Processing Data; 



By accessing or using our Services, you consent to the processing, transfer and storage of 
information about you in and to the United States and other countries, where you may not 
have the same rights and protections as you do under local law. 

16) Export Compliance 

All or part of our Services may be subject to U.S. export control and economic sanctions laws 
(“Export Controls”). You agree to abide by all Export Controls as they relate to your access and 
use of our Services. You may not access or use our Services if you are located in a jurisdiction 
where the provision of our Services is prohibited by law (a “Prohibited Jurisdiction”), and you 
may not provide access to our Services to any government, entity or individual located in any 
Prohibited Jurisdiction. You represent and warrant that: (a) you are not named on any U.S. 
government list of persons or entities prohibited from receiving U.S. exports, or transacting 
with any U.S. person; (b) you are not a national of, or a company registered in, any Prohibited 
Jurisdiction; and (c) you will comply with all applicable laws regarding the transmission of 
technical data exported from the United States and the country in which you are located. 

17) Commercial Items 

If acquired by any agency of the U.S. Government, such agency acknowledges that (a) the App 
and Services constitute "commercial computer software" or "commercial computer software 
documentation" for purposes of 48 C.F.R. §12.212 and 48 C.F.R. §227.7202, as applicable; and 
(b) such agency's rights are limited to those specifically granted under these Terms. 

18) Dispute Resolution; Binding Arbitration 

Please read the following section carefully because it requires you to arbitrate certain 
disputes and claims with T2Connect and limits the manner in which you can seek relief from 
us. 

Except for small claims disputes in which you or T2Connect seek to bring an individual action in 
small claims court located in the county of your billing address or disputes in which you or 
T2Connect seeks injunctive or other equitable relief for the alleged unlawful use of intellectual 
property, you and T2Connect waive your rights to a jury trial and to have any dispute arising out 
of or related to these Terms or our Services resolved in court. Instead, all disputes arising out of 
or relating to these Terms or our Services will be resolved through confidential binding 
arbitration held in St Johns County, Florida in accordance with the Streamlined Arbitration 
Rules and Procedures ("Rules") of the Judicial Arbitration and Mediation Services ("JAMS"), 
which are available on the JAMS website and hereby incorporated by reference. You either 
acknowledge and agree that you have read and understand the rules of JAMS or waive your 
opportunity to read the rules of JAMS and any claim that the rules of JAMS are unfair or should 
not apply for any reason. 

http://www.jamsadr.com/


You and T2Connect agree that any dispute arising out of or related to these Terms or our 
Services is personal to you and T2Connect and that any dispute will be resolved solely 
through individual arbitration and will not be brought as a class arbitration, class action or 
any other type of representative proceeding. 

You and T2Connect agree that these Terms affect interstate commerce and that the 
enforceability of this Section 18 will be substantively and procedurally governed by the Federal 
Arbitration Act, 9 U.S.C. § 1, et seq. (the "FAA"), to the maximum extent permitted by 
applicable law.  As limited by the FAA, these Terms and the JAMS Rules, the arbitrator will have 
exclusive authority to make all procedural and substantive decisions regarding any dispute and 
to grant any remedy that would otherwise be available in court; provided, however, that the 
arbitrator does not have the authority to conduct a class arbitration or a representative action, 
which is prohibited by these Terms. The arbitrator may only conduct an individual arbitration 
and may not consolidate more than one individual’s claims, preside over any type of class or 
representative proceeding or preside over any proceeding involving more than one individual. 
You and Company agree that for any arbitration you initiate, you will pay the filing fee and 
Company will pay the remaining JAMS fees and costs. For any arbitration initiated by Company, 
Company will pay all JAMS fees and costs. You and T2Connect agree that the state or federal 
courts of the State of Florida and the United States sitting in St Johns, Florida have exclusive 
jurisdiction over any appeals and the enforcement of an arbitration award. 

Any claim arising out of or related to these Terms or our Services must be filed within one year 
after such claim arose; otherwise, the claim is permanently barred, which means that you and 
T2Connect will not have the right to assert the claim. 

You have the right to opt out of binding arbitration within thirty (30) days of the date you first 
accepted the terms of this Section 18 by emailing us at info@T2Connect.com. In order to be 
effective, the opt out notice must include your full name and clearly indicate your intent to opt 
out of binding arbitration. By opting out of binding arbitration, you are agreeing to resolve 
Disputes in accordance with Section 19. 

19) Governing Law and Venue 

These Terms and your access to and use of our Services will be governed by and construed and 
enforced in accordance with the laws of State of Florida, without regard to conflict of law rules 
or principles (whether of Florida or any other jurisdiction) that would cause the application of 
the laws of any other jurisdiction. Any dispute between the parties that is not subject to 
arbitration or cannot be heard in small claims court will be resolved in the state or federal 
courts of Florida and the United States, respectively, sitting in St Johns, Florida. 

20) Changes to these Terms 



We may make changes to these Terms from time to time. If we make changes, we will post the 
amended Terms to our Services and update the “Last Updated” date above. We may also 
attempt to notify you by sending an email notification to the address associated with your 
account or providing notice through our Services. Unless we say otherwise in our notice, the 
amended Terms will be effective immediately and your continued access to and use of our 
Services after we provide notice will confirm your acceptance of the changes. If you do not 
agree to the amended Terms, you must stop accessing and using our Services. 

21) Termination 

We reserve the right, without notice and in our sole discretion, to terminate your right to 
access or use our Services. We are not responsible for any loss or harm related to your inability 
to access or use our Services. 

22) Severability 

If any provision or part of a provision of these Terms is unlawful, void or unenforceable, that 
provision or part of the provision is deemed severable from these Terms and does not affect 
the validity and enforceability of any remaining provisions. 

23) Miscellaneous 

These Terms constitute the entire agreement between you and T2Connect relating to your 
access to and use of our Services. The failure of T2Connect to exercise or enforce any right or 
provision of these Terms will not operate as a waiver of such right or provision. The section 
titles in these Terms are for convenience only and have no legal or contractual effect. Except as 
otherwise provided herein, these Terms are intended solely for the benefit of the parties and 
are not intended to confer third party beneficiary rights upon any other person or entity. This 
Agreement may not be assigned or transferred by you except with our prior written consent. 

 



LEGAL 

Acceptable Use Policy 
Last Updated: November 3rd, 2016 

All T2Connect customers must follow this Acceptable Use Policy (“Policy”) when they access or 
use our websites, applications, and other online products and services, including email services, 
marketing services, review and message boards and various other message communication 
applications (collectively, our “Services”). By accessing or using the Services, you agree to this 
Policy. If you do not agree, you may not access or use the Services. We reserve the right to 
suspend or terminate accounts if customers violate this Policy. 

We reserve the right to change or modify this Policy at any time and in our sole discretion. If we 
make changes, we will provide notice of such changes, such as by sending an email notification, 
providing notice through the Services or updating the “Last Updated” date at the beginning of 
this document. By continuing to access and use the Services after our notice, you confirm your 
acceptance of the revised Policy. If you do not agree, you may not access or use the Services. 

General Rules 

Accounts are meant to be used for a single set of message subscribers. You are not allowed to 
continually delete and re-import new contacts into an account. For example, you cannot sign up 
for a 25,000 subscriber/contact plan and try to send messages to 100,000 contacts by deleting 
and importing new contacts. 

Full message source size may not exceed 2MBs after the message has been fully constructed. 
Attachments are limited to one attachment at or below 50kb in size and we reserve the right to 
limit the file types. 

You must be able to verify each contact to whom you intend to send marketing messages. You 
must ensure that all message recipients have fully opted-in to receive marketing messages from 
you. Please note that simply getting someone’s business card is not an acceptable opt-in and 
you cannot send messages to email addresses or phone numbers you obtained from business 
cards. (See Consent Requirements and Best Practices for more information.) You must also 
verify that all email addresses are valid. 

Prohibited Content 

You agree that you will not use T2Connect's Services to send anything offensive, to promote 
anything illegal, or to harass anyone. Without limiting the foregoing, you may not send any 
messages or content that: 



• Contains any unsolicited promotions, political campaigning, advertising or solicitations, 
e.g., “junk mail,” “spam,” “chain letters,” “pyramid schemes,” etc.; 

• Is unlawful, libelous, defamatory, obscene, pornographic, indecent, lewd, suggestive, 
harassing, threatening, invasive of privacy or publicity rights, abusive, inflammatory or 
fraudulent; 

• Would constitute, encourage or provide instructions for a criminal offense, violate the 
rights of any party or otherwise create liability or violate any local, state, national or 
international law; 

• May infringe any patent, trademark, trade secret, copyright or other intellectual or 
proprietary right of any party; 

• Impersonates, or misrepresents your affiliation with, any person or entity; 
• Contains any private or personal information of a third party without such third party’s 

consent; 
• Contains any viruses, corrupted data or other harmful, disruptive or destructive files or 

content; or 
• Violates any laws, rules or regulations in the jurisdiction where the recipient resides, 

including but not limited to, the CAN-SPAM Act, the Telephone Consumer Protection Act 
(TCPA), or Canada’s Anti-Spam Legislation (CASL); 

• Is, in our sole judgment, objectionable or that restricts or inhibits any other person from 
using or enjoying his or her device or email or other communications service, or that 
may expose T2Connect or others to any harm or liability of any type. 

Content and Industries Subject to Additional Scrutiny 

We continually monitor your activities on our Services and Marketing Content that you transmit 
through our Services. We may delete or remove messages and content at any time and for any 
reason. We also monitor message recipients’ actions to check for above average bounce, abuse 
and/or unsubscribe rates. If any rate becomes abnormal, your account may be subject to 
manual review by T2Connect. In addition, in the event of recipients’ complaints regarding spam 
or unsolicited messages, T2Connect may immediately suspend or terminate your account and 
you will not be eligible for a refund of any kind. 

We do not allow you to use our Services to: 

• Send Marketing Content to recipients on paid or rented lists (of any form); 
• Send Marketing Content to List brokers (of any form) for distribution by them; 
• Send messages regarding: 
• illegal substances, illegal goods of any form; 
• pills, online drug purchases; 
• dietary supplements; 
• male enhancement products; 
• escort and dating services; 
• affiliate marketing; 



• eLoans, loan offers, pay day advances; 
• day trading tips, forex, etc.; 
• gambling services or products; 
• get rich quick schemes; 
• work at home and lead generation opportunities; 
• multi-level-marketing or pyramid schemes; or 
• other products or content that is, in our sole judgement, objectionable or likely to upset 

recipients. 

Prohibited Actions 

You agree that you will not use the Services to violate any law, rule, regulation or third party 
right. In addition, you agree not to: 

• Log in or attempt to log into your account on more than one device at the same time 
without the express written permission of T2Connect. 

• Use any misleading or incorrect names, addresses, email addresses, subject lines, or 
other information in any message created or sent using our Services. 

• Share your account credentials with anyone. 

 



LEGAL 

Privacy Policy 
Last Updated: July 1, 2019 

T2Connect, LLC (“T2Connect”) provides a marketing platform that allows clients to reach their 
customers, to understand how their customers interact with those communications and other 
content, and to customize marketing based on their customers’ interests. This Privacy Policy 
explains how T2Connect collects, uses and discloses information from our clients (“clients” or 
“you”) when you use our website, platform and other online products and services (collectively, 
the “Services”) or when they otherwise interact with us. This policy does not apply to the 
information that our clients import into our Services, such as the email addresses of their 
customers or business contacts (“Contact Data”) or to the end users, customers, or business 
contacts to whom that Contact Data may belong. For additional information about the use of 
Contact Data in connection with our Services, please consult our Terms of Service, available 
at https://www.T2Connect.com/terms-of-service/. 

We may change this Privacy Policy from time to time. If we make changes, we will notify you by 
revising the date at the top of the policy and, in some cases, we may provide you with 
additional notice (such as adding a statement to our homepage or sending you an email 
notification). We encourage you to review the Privacy Policy whenever you access the Services 
or otherwise interact with us to stay informed about our information practices and the choices 
available to you. 

Collection of Information 

Information You Provide to Us 

We collect information you provide directly to us. For example, we collect information when 
you create an account, participate in any interactive features of the Services, fill out a form, 
interact with a message board, apply for a job, request customer support, use our platform or 
otherwise communicate with us. The types of information we may collect include your Personal 
Information and any other information you choose to provide. We or a designated third party 
may collect payment and credit card information when you subscribe to our paid Services or 
purchase additional services. 

When we say “Personal Information” we mean any information that identifies an individual, 
such as (but not limited to) an individual’s name, email address, postal address, device-specific 
information and log information (as described below). Any information that does not, on its 
own, identify an individual person is considered and treated as non-personal information. 



When non-personal information is combined with other information so that it does or can be 
used to identify an individual, this information is treated as Personal Information. 

Information About Your Use of the Services 

Usage Information 

We collect information about your use of the Services, such as the ways in which you use our 
platform, the way you respond to us when we send you emails or communications or your 
preferences when you interact with our Services. 

Information We Collect Automatically When You Use the Services 

When you access or use our Services, we automatically collect information about you, 
including: 

• Log Information: We log information about your use of the Services, including the type 
of browser you use, access times, pages viewed, your IP address, your general location 
and the page you visited before navigating to our Services. 

• Device Information: We collect information about the computer or mobile device you 
use to access our Services, including the hardware model, operating system and version, 
unique device identifiers and mobile network information. 

• Information Collected by Cookies and Other Tracking Technologies: We and our service 
providers use various technologies to collect information, including cookies and web 
beacons. Cookies are small data files stored on your hard drive or in device memory that 
help us improve our Services and your experience, see which areas and features of our 
Services are popular, and count visits. Web beacons are electronic images that may be 
used in our Services or emails and help deliver cookies, count visits and understand 
usage and campaign effectiveness. For more information about cookies, and how to 
disable them, please see "Your Choices" below or visit our “Cookie Policy”. 

Integrations with Other Services 

You may have the option of integrating our Services with other services, technologies or 
platforms on your desktop, permitted websites and/or your mobile phone. For example, we 
may offer you widgets that have countdowns to various launches. These integrations may 
require you to input Personal Information or access or use Personal Information. These 
integrations may (i) check for updates automatically and transmit your information to their 
server and/or engine; (ii) send information entered into or accessed by the technology to its 
server and/or engine and (iii) be visible to the public if embedded on publicly available 
webpages (such as social networking webpages), depending on the policies of that website. 

Connecting Your Email Account 



Should you choose to connect your email account to our platform, you will be using a set of 
features built using technology from Nylas, Inc. By signing up or using the Nylas application, you 
understand and agree that Nylas, Inc. and its affiliates who provide Nylas (“Nylas”), will have 
access to your information and will be permitted to use that information for specific, limited 
purposes to provide the Services to you, in accordance with our agreement with Nylas.  This 
integration is a completely optional service and is not required to use our platform.  

Google OAuth: 

You have the option of integrating aspects of your Google email metadata with your account 
through our integration with Nylas. We will ask for your consent to connect your Google 
account to your T2Connect account. This step is optional but can very valuable in helping you to 
make the best use of our platform by tracking your interactions with your leads and customers. 

When you connect your Google account with the T2Connect platform through Nylas, we will 
have access to certain information such as the email meta headers (sender, recipient, and 
date), the email message body and subject line (“Google Data”).   

We only process Google Data you make available to us through this integration in order to 
provide the Service to you and to improve the Services, consistent with Google's Limited Use 
Requirements. We do not independently access the Google Data ourselves unless we first 
obtain your consent to view the Google Data (e.g., to provide you with tech support), we need 
to do so for internal security purposes, to comply with applicable law, or where the data is fully 
aggregated and anonymized for internal use purposes and cannot be used to identify you or 
your email recipients.  

In addition, we will only transfer the Google Data to others if necessary to provide or improve 
user-facing features that are prominent in the Services, to comply with applicable laws, or as 
part of a merger, acquisition, or sale of assets. We also do not use Google Data for advertising 
purposes.  

At any time, you can disconnect your Google account and delete this data in your in your 
account or by reaching out to info@T2Connect.com and requesting that it be deleted. 

Information We Collect from Other Sources 

We may also obtain information from other sources and combine that with information we 
collect through our Services. For example, we may collect information about you from third 
parties, including but not limited to social media sites, credit bureaus, data enrichment 
providers and publicly available sources. 

Use of Information 

https://developers.google.com/terms/api-services-user-data-policy?#additional-requirements-for-specific-api-scopes
https://developers.google.com/terms/api-services-user-data-policy?#additional-requirements-for-specific-api-scopes


We use the information we collect to provide, maintain and improve our Services, such as to 
administer your account and to provide you with insights to help you optimize your use of our 
platform. 

We may also use the information we collect to: 

• Provide, maintain, customize and improve our Services; 
• Provide and deliver the products and services you request, process transactions and 

send you transaction-related information, including confirmations and invoices, 
• Send you technical notices, updates, security alerts and support and administrative 

messages; 
• Respond to your comments, questions and requests and provide customer service; 
• Communicate with you about products, services, offers, promotions, rewards and 

events offered by T2Connect and others, and provide news and information we think 
will be of interest to you; 

• Monitor and analyze trends, usage and activities in connection with our Services; 
• Detect, investigate and prevent fraudulent transactions and other illegal activities and 

protect the rights and property of T2Connect and others; 
• Personalize and improve the Services and provide advertisements, content or features 

that match user profiles or interests; and 
• Facilitate contests, sweepstakes and promotions and process and deliver entries and 

rewards; and 
• Carry out any other purpose described to you when your information was collected. 

Sharing of Information 

We often need to engage third-party companies and individuals (such as payment processors, 
research companies and analytics and security providers) to help us operate and provide the 
Services. These third parties have only limited access to your information, may use your 
information only to perform these tasks on our behalf and are obligated to us not to disclose or 
use your information for other purposes. 

We may share information about you as follows or as otherwise described in this Privacy Policy: 

• With vendors, consultants and other service providers who need access to such 
information to carry out work on our behalf; 

• In response to a request for information if we believe disclosure is in accordance with 
any applicable law, regulation or legal process, or as otherwise required by any 
applicable law, rule or regulation; 

• If we believe your actions are inconsistent with the spirit or language of our user 
agreements or policies, or to protect the rights, property and safety of T2Connect or 
others; 

• In connection with, or during negotiations of, any merger, sale of company assets, 
financing or acquisition of all or a portion of our business by another company; 



• Between and among T2Connect and our current and future parents, affiliates, 
subsidiaries and other companies under common control and ownership; and 

• With your consent or at your direction. 

We may also share aggregated or de-identified information, which cannot reasonably be used 
to identify you. For example, we may share a hashed version of your email address to facilitate 
customized ad campaigns on other services or platforms. 

Advertising and Analytics Services Provided by Others 

We may allow others to serve advertisements on our behalf across the Internet and to provide 
analytics services. These entities may use cookies, web beacons and other technologies to 
collect information about your use of the Services and other websites, including your IP 
address, web browser, pages viewed, time spent on pages, links clicked and conversion 
information. This information may be used by T2Connect and others to, among other things, 
analyze and track data, determine the popularity of certain content, deliver advertising and 
content targeted to your interests on our Services and other websites and better understand 
your online activity. For more information about interest-based ads, or to opt out of having 
your web browsing information used for behavioral advertising purposes, please 
visit www.aboutads.info/choices or http://www.youronlinechoices.eu/ if you are in the EEA. 

We also use Google Analytics within our Services. For more information on how Google may 
use personal information about you, see www.google.com/policies/privacy/partners/ for more 
information.  

Please note: If you choose to opt-out of interest-based advertising, you may continue to see or 
receive online advertising, but such ads may not be as relevant to you. 

Retaining Your Information 

T2Connect will retain your information only for as long as is necessary for the purposes set out 
in this Privacy Policy or as described to you, for as long as your account is active (i.e., for the 
lifetime of your T2Connect account), or as needed to provide the Services to you. If you no 
longer want T2Connect to use your information to provide the Services to you, you may cancel 
your account. T2Connect will retain and use your information to the extent necessary to comply 
with our legal obligations (for example, if we are required to retain your information to comply 
with applicable tax/revenue laws or to demonstrate our compliance with applicable laws 
governing our interaction with you), resolve disputes and enforce our agreements. We also 
retain log files for internal analysis purposes. These log files are generally retained for a limited 
period of time, except in cases where they are used for the safety and security of the Services, 
to improve functionality of the Services or we are legally obligated to retain them for longer 
time periods. 

http://www.aboutads.info/choices
http://www.youronlinechoices.eu/
http://www.google.com/policies/privacy/partners/


Transfer of Information to the U.S. or Other Countries 

In order to provide you with the Services you subscribe to or that you request from us, your 
Personal Information will be transferred to the United States as that is where T2Connect is 
based. In some cases, your Personal Information may be transferred to or accessed from other 
countries outside the United States, including when you consent and allow us to do so, where it 
is required in order for us to provide Services to you and when we need to do so to provide 
functions like product support, troubleshooting and gaining insights into the usage patterns of 
our Services. When your Personal Information is transferred to the United States and other 
countries, you may not have the same rights and protections as you do under local law. Any 
international transfers of your Personal Information will be done in accordance with applicable 
law. 

EU-US and Swiss-US Privacy Shield 

In connection with T2Connect’s processing of Personal Information it receives from the 
European Union (“EU”) or Switzerland, we comply with the EU-U.S. Privacy Shield Framework 
and the Swiss-U.S. Privacy Shield Framework (together “Privacy Shield”) with respect to 
Personal Information we process from the EU or Switzerland and transfer to the United States. 
For more information about the Privacy Shield, and to view our certification, please visit the 
Privacy Shield website. We remain responsible and liable under the Privacy Shield for any 
Personal Information that we share with third parties for external processing on our behalf, as 
described in the “Sharing of Information” section above, unless we prove we are not 
responsible for the event giving rise to the damage. If you have an inquiry regarding our 
adherence to the Privacy Shield, we encourage you to contact us at info@T2Connect.com. We 
are subject to the investigatory and enforcement authority of the U.S. Federal Trade 
Commission. You may also refer your complaint free-of-charge to JAMS using this 
link: https://www.jamsadr.com/eu-us-privacy-shield, our designated Privacy Shield dispute 
resolution provider. In certain circumstances, the Privacy Shield provides the right to invoke 
binding arbitration to resolve complaints (see Annex I to the Privacy Shield Principles for more 
details). 

Residents of the European Economic Area and Switzerland 

If you are a resident of the European Economic Area (“EEA”) or Switzerland, you have certain 
rights and protections under the law regarding the processing of your Personal Information. 

Lawful Basis for Processing 

If you are a resident of the EEA or Switzerland, we primarily rely on the following bases to 
process your Personal Information lawfully. 

https://www.privacyshield.gov/participant?id=a2zt0000000GnH6AAK&status=Active
https://www.jamsadr.com/eu-us-privacy-shield


• First, it is necessary for us to process your Personal Information in certain ways in order 
to provide the Services to you, in accordance with a contract between you and us, 
namely, our Terms of Service, available at https://www.T2Connect.com/terms-of-
service/.  

• Second, where you have given us valid consent to use your Personal Information in 
certain ways, we will rely on your consent. This includes situations where we will obtain 
your consent prior to sending you information about our products and Services. 

• Third, in certain cases we may process your Personal Information where necessary to 
further T2Connect’s legitimate interests, where those legitimate interests are not 
overridden by your rights or interests. This includes usage statistics, analytics and 
internal analysis we run to better understand how to use our platform so that we can 
improve our Services and also provide you with better recommendations on how to get 
the most out of our platform and to accomplish your goals. 

• Fourth, in some cases we may process your Personal Information where necessary to 
satisfy our legal obligations. This includes records containing your Personal Information 
that we may be required to retain for a period of time or may be required to disclose to 
a government authority or third party. 

Data Subject Rights Requests 

If you are a resident of the EEA or Switzerland, you have the right to request access to Personal 
Information we hold about you and to ask that your Personal Information be corrected, erased, 
or transferred. You may also have the right to object to, or request that we restrict, certain 
processing activities.  

If you submitted Personal Information directly to us or in accordance with the provision of our 
Services and you would like to view, change, limit or delete your Personal Information, you can 
do so via your account settings or by contacting us. Upon request, we will notify you about 
whether we hold any of your Personal Information. By visiting your account settings, you can 
access, correct, change and delete certain of your Personal Information associated with your 
account. In certain cases where we process your information, you may also have a right to 
restrict or limit the ways in which we use your Personal Information. In certain circumstances, 
you also have the right to object to the processing of your Personal Information, to request the 
deletion of your Personal Information and to obtain a copy of your Personal Information in 
machine-readable format.  

If you need assistance accessing or modifying your Personal Information or wish to delete your 
Personal Information, please email us at info@T2Connect.com. 

Withdrawing Consent 

You have the right to withdraw your consent to our processing of your Personal Information 
where we process it based on your consent. You can do this at any time by opting out of 
commercial emails we send you by clicking on the unsubscribe links in those emails, or emailing 

https://www.activecampaign.com/terms-of-service/


us with your request at info.T2Connect.com, or by simply cancelling your account through your 
account settings and then emailing info@T2Connect.com to request that your Personal 
Information be deleted.  

If you withdraw your consent to the processing of your Personal Information for the purposes 
set out in this Privacy Policy, you may not have access to some (or any) of the Services, and we 
might not be able to provide you some (or any) of the Services. Please note that, in certain 
cases, we may continue to process your information after you have withdrawn consent and 
requested that we delete your Personal Information, if we have a legal basis to do so. For 
example, we may retain certain information if we need to do so to comply with an independent 
legal obligation, or if it is necessary to do so to pursue our legitimate interest in keeping the 
Services safe and secure.  

Questions or Complaints 

If you are a resident of the EEA and have a concern about our processing of your Personal 
Information that we are not able to resolve, you have the right to lodge a complaint with the 
data protection authority where you reside. For contact details of your local Data Protection 
Authority, please see: http://ec.europa.eu/justice/data-protection/article-29/structure/data-
protection-authorities/index_en.htm. 

Your Choices 

Account Information 

You may update, correct or delete information about you at any time by logging into your 
online account or emailing us at info@T2Connect.com. If you wish to cancel or temporarily 
pause your account, please email us at info@T2Connect.com and let us know what you are 
requesting, but note that we may retain certain information as required by law or for legitimate 
business purposes. We may also retain cached or archived copies of information about you for 
a certain period of time. 

Cookies 

Most web browsers are set to accept cookies by default. If you prefer, you can usually choose 
to set your browser to remove or reject browser cookies. Please note that if you choose to 
remove or reject cookies, this could affect the availability and functionality of our Services. You 
can visit our Cookie Policy, available at https://www.T2Connect.com/cookie-policy/ for more 
information on your choices with respect to cookies. 

Promotional Communications 

http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm


You may opt out of receiving promotional emails from T2Connect by following the instructions 
in those emails or by clicking the “unsubscribe” link at the bottom of any of our emails. If you 
opt out, we may still send you non-promotional emails, such as those about your account or 
our ongoing business relations. 

Mobile Push Notifications/Alerts 

With your consent, we may send promotional and non-promotional push notifications or alerts 
to your mobile device. You can deactivate these messages at any time by changing the 
notification settings on your mobile device. 

Contact Us 

If you have any questions about this Privacy Policy, please contact us at info@T2Connect.com 

For T2Connect clients or users in the EEA, the data controller for purposes of processing your 
personal data is T2Connect, LLC. 

 

mailto:info@activecampaign.com


LEGAL 

Cookie Policy 
Effective: April 25th, 2018 

Our Privacy Policy explains how we collect and use information from and about you when you 
visit our website, create an account with us, use our platform, or otherwise interact with us. 
This policy explains more about how we use cookies and your choices concerning cookies. 

What are Cookies? 

Like most websites, we use cookies and similar technologies to remember things about you so 
that we can provide you with a better experience. 

• Cookies are small data files stored on your browser or device. They may be served by 
the entity that operates the website you are visiting (“first-party cookies”) or by other 
companies (“third-party cookies”). For example, we partner with third-party analytics 
providers, like Google, which set cookies when you visit our websites. This helps us 
understand how you are using our Services so that we can improve them. 

• Pixels are small images on a web page or in an email. Pixels collect information about 
your browser or device and can set cookies. 

• Local storage allows data to be stored locally on your browser or device and includes 
HTML5 local storage and browser cache. 

• SDKs are blocks of code provided by our partners that may be installed in our mobile 
applications. SDKs help us understand how you interact with our mobile applications 
and collect certain information about the device and network you use to access the 
application. 

How We Use Cookies 

We use cookies for a number of reasons, like helping us see which features are most popular, 
counting visitors to a page, improving our users’ experience, keeping our services secure, and 
generally providing you with a better experience. The cookies we use generally fall into one of 
the following categories. 

CATEGORY OF 
COOKIES WHY WE USE THESE COOKIES 

Technical These cookies are essential for our services to function properly. Like the other cookies we 
use, technical cookies may be either first-party cookies or third-party cookies. 

Preferences We use these cookies to remember your settings and preferences. For example, we may use 
these cookies to remember your language preferences. 



CATEGORY OF 
COOKIES WHY WE USE THESE COOKIES 

Security We use these cookies to help identify and prevent security risks. 

Performance 
We use these cookies to collect information about how you interact with our services and to 
help us improve them. For example, we may use these cookies to determine if you have 
interacted with a certain page. 

Analytics 
We use these cookies to help us understand and improve our services. For example, we can 
use these cookies to learn more about which features are the most popular with our users 
and where we may need to make improvements. 

Advertising 
We and our advertising partners use these cookies to deliver advertisements, to make them 
more relevant and meaningful to visitors to our website, and to track the efficiency of our 
advertising campaigns, both on our services and on other websites. 

 

Device ID’s. If you access our website using a mobile device, the device ID may be recorded and 
used for purposes similar to those of cookies. We do not identify or record a device location 
without your specific permission. 

Your Choices 

You have a number of options to control or limit how we and our partners use cookies and 
similar technologies, including for advertising. 

• Although most browsers and devices accept cookies by default, their settings usually 
allow you to clear or decline cookies. If you disable cookies, however, some of the 
features of our services may not function properly. 

• To prevent your data from being used by Google Analytics, you can install Google’s opt-
out browser add-on. 

• For information on how our advertising partners allow you to opt out of receiving ads 
based on your web browsing history, please visit http://optout.aboutads.info/. 
European users may opt out of receiving targeted advertising through the European 
Interactive Digital Advertising Alliance. 

• To opt out of ads on Facebook, Pinterest, or Google that are targeted to your interests, 
use your Facebook, Pinterest, or Google Ads settings. 

• Check your mobile device for settings that control ads based on your interactions with 
the applications on your device. For example, on your iOS device, enable the “Limit Ad 
Tracking” setting, and on your Android device, enable the “Opt out of Ads 
Personalization” setting. 

Contact Us 

https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout
http://optout.aboutads.info/
https://www.youronlinechoices.eu/
https://www.youronlinechoices.eu/


If you have any questions about our use of cookies, please contact us 
at info@T2Connect.com or at: 

T2Connect, LLC 
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LEGAL 

Consent Policy 
Last Updated: November 3rd, 2016 

SPECIAL NOTE: OBTAINING CONSENT FOR COMMERCIAL TEXTS AND EMAILS 

It is important that you obtain consent from your customers and prospective customers prior to 
sending text and email marketing messages using the T2Connect service. Obtaining consent is 
not only common courtesy, but it is required by anti-spam and other privacy and consumer 
protection laws. The consequences for not following the rules can be quite severe, with 
penalties in the U.S. of $500-$1,500 per message in the case of text messages and penalties of 
up to $16,000 per message in the case of emails. In Canada, penalties range from $1-10 Million, 
and in both countries, individuals can bring private rights of actions against companies for 
certain violations. 

It is your responsibility to ensure that all necessary consents have been obtained and recorded 
in compliance with applicable law. This note is provided as a courtesy and is not intended as 
legal advice. You should consult with your own legal counsel to ensure you are in compliance 
with applicable laws. 

I. Email 

In the U.S., senders of commercial emails are not required to obtain express consent prior to 
sending their messages. Instead, the CAN-SPAM Act requires senders to provide an opportunity 
for recipients to opt out of receiving future commercial emails and to honor that opt-out 
request within 10 business days. To that end, commercial email messages must include a clear 
and conspicuous instruction that explains how the recipient can opt out of receiving future 
emails from the sender, such as a return email address or another easy Internet-based way to 
allow people to communicate their choice. Senders may create a menu to allow a recipient to 
opt out of certain types of messages, but one of the options must be to opt out of all 
commercial messages from the sender. 

When sending commercial emails to residents of Canada, senders are required to obtain prior 
consent before sending their messages. In limited circumstances -- such as when you have an 
existing business relationship with the recipient -- this consent can be implied. But most often, 
express prior consent to send an email is required. This means that a person must affirmatively 
state a desire to receive emails from you; pre-checked boxes will not suffice. And you must 
maintain records of all consents you obtain. 

In addition to an opt-out requirement, both the CAN-SPAM Act and CASL impose various 
content requirements for commercial emails, such as accurately identifying the sender of the 



email, identifying the email as an advertisement, and including opt-out instructions. These 
content requirements are not limited to just bulk email, but apply to all commercial messages. 
To help ensure that you comply with the law and best practices of the jurisdictions where you 
send emails, you should also do the following: 

• Do not use false or misleading header information. Make sure that your "From," "To," 
"Reply-To," and routing information – including the originating domain name and email 
address – is accurate and identifies your business as the originator of the message. 

• Do not use deceptive subject lines. The subject line should accurately reflect the content 
of the message. 

• Identify the message as an advertisement, in the subject or body of the message. 
• Include your contact information, including a valid physical postal address. This can be 

your current street address, a post office box you’ve registered with the U.S. Postal 
Service, or a private mailbox you’ve registered with a commercial mail receiving agency 
established under Postal Service regulations. 

• Check with your legal counsel to ensure that your messages comply with then-current 
legal requirements, as these may be updated from time to time. 

• Clearly tell recipients how to opt out of receiving future email from you. Craft the notice 
in a way that’s easy for an ordinary person to recognize, read and understand (e.g., 
using different type sizes, colors and location can improve clarity). 

• Make sure that your spam filter does not block opt-out requests and do not charge a fee 
for opt-out requests or make the recipient take any step other than sending a reply 
email or visiting a single page on an Internet website as a condition for you honoring an 
opt-out request. 

• Honor opt-out requests promptly (within 10 days maximum) and remove anyone who 
opts out from your database, regardless of how they indicate their desire to opt out. 
You may create a menu to allow a recipient to opt out of certain types of messages, but 
you must also include an option to opt out of all commercial messages from you. 

II. Text Messages 

A. What type of consent is required? 

The consent required for text messages differs under U.S. law depending on whether the 
message is an informational text message or a marketing text message. If the message has any 
content that might be viewed as advertising or promoting any products or services then it 
should be treated as a marketing text message. 

1. Informational Text Messages 
For purely informational, non-marketing text messages, U.S. law requires that the 
recipient provide prior express consent. Prior express consent can be obtained in a 
variety of ways, including by implication when a person provides their phone number 
under circumstances indicating they intended to agree to be contacted using that 



number. Thus, for purely informational text messages, it is easier to demonstrate that 
the legally required consent has been obtained. 

2. Marketing Text Messages 
For marketing text messages, U.S. law requires that the recipient provide prior express 
written consent. Prior express written consent can be obtained through a signed, 
written agreement that clearly and conspicuously discloses to the prospective message 
recipient: 

o The prospective message recipient authorizes the sender to deliver marketing 
text messages using an automatic dialing system to a designated phone number; 
and 

o Consent is not required as a condition of purchasing any products or services. 

The required signature for the written agreement can be obtained in any manner 
that complies with applicable state or federal law, including via e-mail, website 
form, text message, telephone key press or voice recording. 

B. Text Message Best Practices 

Here are some tips for best practices when it comes to text messages: 

• Since most customers would like to retain flexibility for sending any type of message, 
consider obtaining consent that meets the requirement of prior express written consent 
from all recipients in your subscriber list. 

• Only rely on prior express consent if you are certain that all of your messages will be 
purely informational in nature. 

• Never assume you have consent to send a text message. Obtain and maintain records of 
all consents obtained, whether in the form of prior express consent or prior express 
written consent. 

• Check with your legal counsel to ensure that your method of obtaining consent is valid 
and complies with then-current legal requirements - as these requirements are 
frequently updated by the relevant authorities. 

• Never send text messages to any lists you have purchased or acquired from a third party 
unless you have assured yourself that the persons in that database have consented to 
receive text messages specifically from you, or that the messages will otherwise be sent 
in a manner that complies with applicable law. 

• Allow recipients to opt out of receiving any future messages, such as by replying “stop” 
to any message you send. Make sure to maintain your database and remove anyone 
who opts out, regardless of how they indicate their desire to opt out. 

• You may have liability for messages sent to a number in your database if the number is 
re-assigned to a different person. Consider whether to subscribe to a service to track 
and alert you if numbers are re-assigned. 

 



LEGAL 

Anti-Spam Policy 
1) Your subscribers 

1.1) Permission is required 

When having subscribers subscribe you must ensure that they know you will be sending them 
emails. You should also let them know how frequently they can expect to receive emails. By 
having this information up front and easy for your subscribers to understand you can ensure 
lower bounce, unsubscription, and complaint rates. 

1.2) Importing your existing subscribers 

You are able to import your existing subscribers without requiring an additional opt-in process 
by our service. Any subscriber you import should have already opted in to receive your emails. 
Importing subscribers who have not directly requested emails from you in the past (using your 
own opt-in process) cannot be imported. 

1.3) Paid lists, rented lists, borrowed lists, etc. 

We do not allow any form of paid, rented, borrowed, etc. lists. If you did not directly get 
permission to send emails to a subscriber you cannot use our hosted email marketing service. 

1.4) Using subscribers collected offline 

You must have direct permission of every subscriber in your list to send them emails. This 
includes emails that you would obtain offline. If you ask people to subscribe offline (such as on 
a piece of paper) you must be able to provide documented proof of the subscribers giving you 
permission to email them. Please note that simply getting someone's business card is not an 
acceptable opt-in and you cannot import or send to emails that you have obtained from 
business cards. 

2) Your email content you send 

2.1) Types of content we do not allow 

There are a number of different content types we do not allow with our hosted email marketing 
service. The list includes (but is not limited to): 

• Pornography 



• Sexually Explicit Emails 
• Illegal Substances or Goods 
• Gambling 
• Dietary supplements 
• Pills or Online Drug Purchases 
• Work At Home, Pyramids 
• Day Trading Tips, Forex, etc. 
• Get Rich Quick Schemes 
• Internet Loans, Pay Day Advances 
• Male enhancement products 
• Escort and dating services 

Any content that is in one of the above categories cannot be sent using our service. There are 
absolutely no exceptions allowed. This is to allow us to focus on building our service and 
maintaining the highest level of deliverability possible. 

2.2) Unsubscribe link 

You must have an unsubscribe link with every email sent. This is to comply with our terms and 
email sending laws. We will automatically place an unsubscribe link in your emails to ensure 
you do not violate email sending laws. 

2.3) Sender information (physical address) 

You must have a full & legitimate physical address included with every email sent. The address 
should be the physical address of the individual or company sending the email. You can set the 
sender address per list by going to (Lists > Edit) 

3) Your sending practices and results 

3.1) High bounce rate 

If you receive a high bounce rate for your campaign(s) that is a sign that you may not have direct permission 
to send to your subscribers or the process in which you requested/gathered subscribers does not fit our 
policies or industry standards. Accounts with abnormal bounce rates may be put under review. If you receive 
an above average bounce rate you would need to look into your process for subscriptions, ensuring your 
subscribers know what types of emails (and how often) they will receive when subscribing, etc. 

3.2) High unsubscription rate 

We continually analyze unsubscription rates from your campaigns. Accounts that have an abnormal amount 
of unsubscribe's may be put under review. If you receive an above average unsubscribe rate you would need 
to look into your process for subscriptions, ensuring your subscribers know what types of emails (and how 
often) they will receive when subscribing, etc. 



3.3) High complaint rate 

We maintain relationships with all the major ISP's to ensure top deliverability. Part of keeping a relationship 
with ISP's always us to analyze/obtain complaint data (in addition to complaints that are sent to us directly 
from subscribers) Using this data we can quickly find out if an account has an abnormal complaint rate. 
Accounts with above average complaint rates are put under review. By maintaining strict standards for 
complaints we can ensure that all of our legitimate and low complaint users have amazing deliverability. 
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